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program start

#t stap -e '

probe kernel. statement (“*@kernel/hung_task.c:$N”) {
system(“echo t > /proc/sysrg-trigger”); exit();

)

program end

7E 1 SNIC [Fcheck_hung_task()A @

if (!sysctl_hung_task_warnings) £ WS ITOHE S ZIEETAILENf HVET,
5l Z (Ekernel-2.6.32-431.11.2.el6 MBS IESN=89T,
kernel-2.6.18-371.8.1.el5MF & IFIN=87& %5 V) £T,
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| inux-2. 6.32-431.11. 2. el6/kernel /hung_task. ¢
712:static void check_hung task (struct task_struct *t, unsigned long timeout)

731

14 unsigned long switch_count = t->nvcsw + t->nivesw;
(...snipped...)

84:

85: if (switch_count !'= t->last_switch_count) {
86: t->last_switch_count = switch_count;
87: return;

88: }

89: 1T (lsysctl hung task warnings)

90 return

91: sysct!| _hung task warnings—;

92:

(...snipped...)
112:}

| inux-2. 6.32-431.11. 2. el6/kernel /hung_task. ¢
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output example start
[ 2293. 846244] INFO: task dd:3713 blocked for more than 1 seconds.
[ 2293. 846645] Not tainted 2.6.32-431.11.2.el6. x86_64 #1

[ 2293.847035] “echo 0 > /proc/sys/kernel/hung_task_timeout_secs” disables
this message.

[ 2293.847889] dd D 0000000000000000 0 3713 3339
0x00000080

[ 2293.848671] ffff88003e1d3750 0000000000000086 0000000000000000
0000000000000001

[ 2293.849582] ffff8800022968a8 ffff8800022968d8 ffff8800022968a8
fff1880039523578

[ 2293.850514] ffff88003d99bab8 ffff88003e1d3fd8 000000000000fbc8
ff1188003d99bab8

[ 2293.851462] Call Trace:

[ 2293.851784] [Kffffffff8152a5ab>] rwsem_down_failed_common+0x95/0x1d0

[ 2293.852310] [<Kffffffff8152a736>] rwsem_down_read_failed+0x26,/0x30

[ 2293.852722] [Kffffffff8128ea84>] call_rwsem_down_read_failed+0x14/0x30

(...snipped...) NG FTyHBE|Z L2 Ayb—S PNERTRSN.
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[ 2293.862983] [<ffffffff8128ee71>] ? _ clear_user+0x21/0x70

[ 2293.863380] [Kffffffff81226496>] ? security_file_permission+0x16/0x20
[ 2293.863794] [<KFfffffff81189048>] vfs write+0xb8/0x1a0

[ 2293.863975] [Kffffffff81189941>] sys write+0x51/0x90

[ 2293.863975] [<Kffffffff810elede>] ? __audit_syscall_exit+0x25e/0x290

[ 2293.865101] [<Ffffffff8100b072>] system_call fastpath+0x16/0x1b

[ 2294.379709] SysRq : Show State

[ 2294.380035]  task PC stack pid father

[ 2294.380035] init S 0000000000000000 0 1 0
0x00000000

[ 2294.380035] ffff88003f38f908 0000000000000086 0000000000000000
ffffffff8109b27f

[ 2294.380035] ffff88000eb40200 ffff88001b7c4ba8 0000000000000000
ffff880010e8b3d8

[ 2294.380035] ffff88003f38dab8 ffff88003f38ffd8 000000000000fbc8
ffff88003f38dab8

[ 2294.380035] Call Trace:
[ 2294.380035] [KFfffffff8109b27f>] ? wake_up_bit+0x2f/0x40

[ 2294.380035] [<ffffffff8112d551>] ? get_page_from freelist+0x3d1/0x870
(...snipped...)

SysRO-TIZ&kBAytE—U A ERICHEET,
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[ 2294.380035] . load_period :0.000000
[ 2294.380035] . load_contrib : 0
[ 2294.380035] . load_tg 0

[ 2294. 380035]
[ 2294.380035] rt_rql[1]:/

[ 2294.380035] .rt_nr_running 0

[ 2294.380035] .rt_throttled 0

[ 2294.380035] .rt_time :0.000000

[ 2294.380035] .rt_runtime > 900. 000000

[ 2294. 380035]
[ 2294. 380035] runnable tasks:

[ 2294. 380035] task PID tree-key switches prio
exec—runtime sum-exec sum-s|leep

[ 2294. 380035]

[ 2294. 380035]
————————— output example end
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b

#t stap —e’

program start

probe kernel. function(“do_exit”) {
if ($code & Ox7F)
printf ("%s %s (%u) exiting with signal %u¥n”,
ctime (gettimeofday s()), execname(), pid(), $code & Ox7F);

Sat May
Sat May
Sat May
Sat May

LW W W W

24

program end

N

Innovative R&D by NTT

output example start
06:00:39 2014 a.out (2101)
06:00:48 2014 sleep(2102)
06:01:17 2014 sleep(2105)
06:01:21 2014 a. out (2131)

exiting with signal 11
exiting with signal 2
exiting with signal 9
exiting with signal 11

output example end
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COAVVTRNE, ALY RIFKRTIBRICHTHEND
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2EY,
system call auditingTl&, RSB LAT7Y ILTULE
Wk, fIRIER—ZFILASEITE hiz/bin/sleep7 Ot
AZCHUI-CICER VR TESEBLEHEEDOLISIC, MSTERL
T—ADN®BYNET,
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» REDTAAVI0ZLTWVWAHALY RZEDITERT,

program start

# stap —g —e '%{ #if !'defined task _aux %} %{ #define task_aux (x)
(x) % %{ #endif %)

probe begin {
printf ("time ¥tpid¥ttid¥tppid¥tread¥twrite¥tcomm¥n”) ;

J
probe kernel. function("do_exit”) {
read = %{ task_aux (current)->ioac. read_bytes %} ;
write = %{ task_aux(current)->ioac.write_bytes %};
if (read || write)
printf ("%s¥thu¥thu¥thu¥thu¥thu¥t%hs¥n”, ctime (gettimeofday s()),
pid(), tid(), ppid(), read, write, execname());

program end
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_25|O%REET

output example start

time

Sat May 3 06:
Sat May 3 06:
Sat May 3 06:

hostname

Sat May 3 06:
Sat May 3 06:
Sat May 3 06:
Sat May 3 06:

dircolors

Sat May 3 06:

Sat May 3 06:
consoletype

Sat May 3 06:
output example end
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47
47
47

47
47
47
47

47
47

47

2317
1317
2317

317
1317
1317
1317

2317
1317

143

2014
2014
2014

2014
2014
2014
2014

2014
2014

2014

pid

2679
2678
2681

2683
2684
2682
2686

2687
2689

2671

tid

2679
2678
2681

2683
2684
2682
2686

2687
2689

2677

R T B

ppid
2678
2677
2680

2682
2682
2671
2685

2677
2688

2676

read

28672
24576
16384

24576
307200
8192
45056

413696
8192

352256

— Ty

G

write

0

T A

comm
id
bash

tty
tput
bash

grep

bash
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ARRNRDT VARG, EVREBRTYH 77U IT
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~
tive
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N—ICEDEFEDEENRETD_ENHYAET,

program start
#t stap e’

global stat_start;
global shrink_start;
global counter;

probe kernel. function(“vfs_stat”) {
counter++;
stat_start[tid()] = gettimeofday ns();

|
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probe kernel. function(“vfs_stat”).return {
t = gettimeofday ns() - stat start[tid(];
if (t >= 1000000)

printf ("%s: vfs_stat (%u) took %u ms¥n”, execname(), counter, t /
1000000) ;

J
probe kernel. function (“shrink_slab™) {
printf ("%s: shrink_slab() started¥n”, execname());
shrink_start[tid()] = gettimeofday_ns() .
J
probe kernel. function(“shrink_slab”).return {
t = gettimeofday ns() - shrink_start[tid(];
printf ("%s: shrink_slab() took %u ms¥n”, execname(), t / 1000000) ;

X

program end
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output example start
kswapdl: shrink_slab() started
a.out: vfs_stat(305840783) took 282 ms
a.out: vfs_stat(305840784) took 999 ms
.out: vfs_stat (305840785) took 335 ms
.out: vfs_stat(305840786) took 3654 ms

a.out: vfs_stat(305840788) took 999 ms
a.out: vfs_stat(305840790) took 1228 ms
a.out: vfs_stat(305847338) took 2 ms
(...snipped...)

a.out: vfs_stat(305914482) took 12 ms
kswapdl: shrink_slab() took 11810 ms

output example end
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shrink_dcache_memory()l&. BHA—/\—270—I2&YF
HItdBDEZRAILTLESI ZEAHLHIEHNTY,

| inux-2. 6. 32-431.11. 2. el6/fs/dcache. ¢
889:static int shrink_dcache _memory (struct shrinker *shrink, int nr, gfp_t

gfp_mask)
890: {
891:  if (nr) {
892: if (1(gfp_mask & __GFP_FS))
893 return -1,
894 : prune_dcache (nr) ;
895: ]
806: ___return (dentry_stat. nr_unused / 100) * sysctl_vfs_cache_pressure:
897:}

| inux-2. 6.32-431.11. 2. el6/fs/dcache. ¢
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shrink_dcache_memory()I&. shrink_slab()[A® (*shrinker-
>shrink)()M L FEIEN 5B DV EDTY,

g

X

| inux—2.6.32-431.11. 2. el 6/mm/vmscan. ¢

ERCIG=EL

_—n- ="

v_/_

223:unsigned long shrink_slab(unsigned long scanned, gfp t gfp_mask,
unsigned long lru_pages)

224
225
226
227
228
229:
230:
231:
232:
233:
234:
235!

33

struct shrinker *shrinker;
unsigned long ret = 0;

if (scanned == 0)

scanned = SWAP_CLUSTER_MAX;

if (ldown_read_trylock (&shrinker_rwsem)) {
/* Assume we' || be able to shrink next time */

ret = 1;
goto out,

= aative R&D by NTT
IS
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236:  }

237

238: |ist_for_each_entry(shrinker, &shrinker_ list, list) {

239: unsigned long long delta;

240 unsigned long total _scan;

241 : unsigned long max_pass;

242

243: __________Mmax_pass = (xshrinker-pshrink) (shrinker, 0, gfp_mask);_

244 delta = (4 * scanned) / shrinker—>seeks;

245 delta *= max_pass;

246 do_div(delta, lru_pages + 1);

247 shrinker->nr += delta;

248 if (shrinker->nr < 0) {

249: printk (KERN_ERR “shrink_slab: %pF negative objects
to ”

250 “delete nr=%Id¥n”,

251 shrinker->shrink, shrinker->nr);
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292
293
254
2995
256
257
258!
299!
260:
261
262:

shrinker->nr = max_pass;

/%
* Avoid risking looping forever due to too large nr value:
* never try to free more than twice the estimate number of
* freeable entries.
*/
if (shrinker->nr > max_pass * 2)

shrinker->nr = max_pass * 2;

total _scan = shrinker->nr;

shrinker->nr = 0;

while (total_scan >= SHRINK BATCH) {
long this_scan = SHRINK BATCH;
int shrink_ret;
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269:
210:
2171

gfp_mask) ;

212:
213:
274:
215
276
277:
218:
219:
280:
281
282:
283!
284

36

int nr_before;

nr_before = (xshrinker—->shrink) (shrinker, O,

shrink_ret = (kshrinker->shrink) (shrinker, this_scan,
gfp_mask) ;

if (shrink_ret == -1)

break;
if (shrink_ret < nr_before)

ret += nr_before — shrink_ret;
count_vm_events (SLABS_SCANNED, this_scan) ;
total_scan —= this_scan;

cond_resched () ;

shrinker->nr += total _scan;
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285: }
286 up_read (&shr inker_rwsem) ;
287:out:

288: cond_resched () ;
289: return ret;
290:}

linux-2.6.32-431.11. 2. el 6/mm/vmscan. ¢
x86_647Tld, intld32E Y N Tunsigned longld64EY N TT,
—hiF, 8961TED, ZTRE N2 IzdentryD
(/proc/sys/fs/dentry-stateM2&FE B DE)Z 100 TEI> T
/proc/sys/vm/vfs_ cache _pressureDEZ# T I=FE RN
INT_MAXZBAIEE., FSHRICKVY2431TED
max_passDEAULONG_ MAXIAL IC%x2d & & ZEBRL TL

x9,
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ZFDFER . 2631TH Dtotal_scanDEHLETENIZKELH Y,

AEYEYRD = IZshrink_slab()Z2FALE AL Y Ri&, £

TINTOTYTLEADODRDSE, MERTENEZV,

SIGKIELTE@ﬁ%U%%TéﬁSh’&U\ FEERICIEVE>D —

W=7k &Y,

TDORSBBRZERITDLHIC

/proc/sys/vm/vfs_cache_pressure DEIENE < (DEY1H S

100D EIC) L THBLRNETT,

» cOEBEDOBEBEREHZERARELET,

sysstat/\V o —> MsarD & 5%, VY —AFEARRERT

OJZSLBFIVITREESNBEVWTLSEETL,

Whipd "208.5HERE 1 HN"RHEL6Tl&kernel-2.6.32-

358.23.2.el6 THEIEENTUVWERT,
MSHAOEBRTH—IILOTY T7F—RKIFTAELZES.
WOBEBZIT2EOAZENRBEVRSICLTLSEEL,
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» RABM127.0.0.1DR—K53IZUDP/NTY RZIEELTVWSD T
OFAZRD2HFET,

program start
# stap —e '
probe kernel. statement (“"*@net/ipv4/udp. c:$N") |
if ($dport == htons (53) && $daddr == htonl (0x7F000001))
printf ("pid=%d comm=%s¥n”, pid(), execname());

program end

E 1 SNIC [Fudp_sendmsg()H D daddrE & TdportZ A"
REENLERBODITOESZIEETILENHYET,
5l Z (Ekernel-2.6.32-431.11.2.el6 DB & (& SN=693 T,
kernel-2.6.18-371.8.1.el5NFE (FIN=577E V) T,
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| inux-2.6.32-431.11.2.el6/net/ipv4/udp. ¢

615:int udp_sendmsg (struct kiocb *iocb, struct sock *sk, struct msghdr *msg,

616: size_t len)

617: {

(...snipped...)

625: _ be32 daddr, faddr, saddr;

626: __bel6 dport;

(...snipped...)

669: if (msg->msg_name) {

670: struct sockaddr_in * usin = (struct sockaddr_in *)msg-
omsg_name;

(...snipped...)

678: daddr = usin->sin_addr. s_addr;

6/9: dport = usin->sin_port;

(...snipped...)

~
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682: } else {
(...snipped...)

685: daddr
686 dport
(...snipped...)

691: ]

692: ipc. addr = inet—>saddr;

inet—>daddr;
inet—>dport;

694: ipc.oif = sk->sk_bound_dev_if;

(...snipped...)
853:}

| inux-2.6.32-431.11. 2. el6/net/ipv4/udp. ¢

output example start
p1d=4460 comm=a. out
output example end
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» COADT V)T NEstrace&E EDIED ?
2TO70O0tA Cstracez Tt THDIFEIEBRENTT,
Pl BTED, BMITED, EEHNFTHLSD)

» DAYV T Niksystem call auditing& ESIES ?
IP7 RLAER—RBEFTEBEEDOERELTEFEHS N

TWVWETAH., system call auditinglE BEEDOFOTHDEE
AERITDCERFBETREHYFLEA,

» COARATV) T NELSMZFEO>TETRTDINDEESIEDS ?
COATVTNGIETEFRTT,
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» SystemTaplrErERIERAZEE T TE<ERAETEFEAET,
LSMiEtEF 21T 1 L¥EOTHMEZBENELTWVS
=8, LSMOO=I)ILINY o7y ONREEhTVWSERL
NAPT7YITEFREA

» SystemTaplk, FEAEEENDHM(BARORINERRETT
BL, V=AOA—REODEEDTZTVIITD_ENTEE
ER

BlZIE, TESZEELTT7Y UV %Z1T5SystemTap AT )
TRZERTBD &KV, system call auditingH'528& 9 %
errnoYV —Ad—REQDECTERETENTWVWA AL ZE DT
BLENTEET,
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» B2 A S, SystemTapld FEZEL T > ERZHRITS
7_&)0)‘/ )I/t L/-(Lj:an-l_éh-(\/\gsﬁ/b

LSMEZ 1 —)LE2ATLN D YY KX I ENBDETA
RORZAFYTULEVVRTLEYTRZEREHY FH A
LAL., SystemTapld A/ R hE2AFY T LY, BB&L
EWARY R RETSD KRV EEIICSystemTapF A D &
2HB(HDVESIGKILLO LS BARNER)ICE >THETL
Vg3 HY)ET,

» BREMRICSystemTapHABL TWBAESHZRFTL TLE
=L,
system call auditing® AA B L TVWBFZEEHBD TL &5,

BRITDEEELSMED 1 —ILOFZHAEL TVREEEH
2TL&S,
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'] —HZEEOBEANDEA S DBIX
1—HZ=EOBEEZEHTIEHICEABRY—IFBHYETH?
TOMOYO Linux

AKARI

BMEELSMED 21—

SystemTap®#l 6 - 7’097 Z ADRKRITZIEH

SystemTap®H| 7 - DLROODAI VT~

CaitSith
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y» DATALARNTZTINFRELEEES, ARICOT 77 1)L Z24X
Ebfmﬁféﬁﬁﬁfﬂ'%%gb‘“ﬁﬂ)iﬁ'o
OJ077AINRECICREFEENTITN,?
FicNvarlloglTF4 LI RI)TEA, ChICERYEEA,

y EQOTF T —>aoppEoQd 7 7AIIERE7 7AI&FE
ALTWETH?
HBEOIATALATRECDPTVWBR L ZEBBITIEHOD
V=IATEELET, ERICZATALANTTIICERTS
BC, ChesOY—I)ZEHRAITBR_ENTEET,
TOMOYO Linux / AKARI / B#8ELSME> 21 —)L /
SystemTap / CaitSith & &
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» LinuXiCH T2 FHOEEEEDEF

» REIEFAS DR BBREZEHFRTZDY—ITT,

» Linux 2.6.30ABRICIE XA T4V BAEFTFNhTVWET,
» 7Ot AERZY ) —EBETEHFLET,

history example start

0: <kernel> AT UNMITRTSLDE
1 /sbin/init [FEERLEETAYSLIE
2 /bin/sh KIZKYETFEINF=-TOH
3 /bin/awk 3Att\5|%sﬁ1%€%bi¢o
4: /bin/cat ?___%EJL: kime| 7?;;5?'2{'2'?
- : E1TL. KernelmbxE1T
2' ;E::ﬁ:jr:wth nf<lsbininithS/bin/shz 58
] Jeto/ro. d/ro 1TL. kerneliﬁb%_hé*tf:
4 [sbin/inithhbE{ TSt 1=
8 /bin/plymouth Ibin/shh¥letc/rc.dircEET
9 /etc/rc.d/init. d/auditd TB3LE0VSBEE T,
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10: /bin/bash

11: /sbin/auditd

12: /sbin/audispd
13: /bin/touch

14: /sbin/auditctl|

15: /etc/rc.d/init.d/blk-availability
16: /bin/touch

17: /etc/rc.d/init.d/crond

18: /bin/bash

19: /usr/sbin/crond

20: /bin/touch

21: /etc/rc.d/init.d/ip6tables
22: /bin/awk

23: /bin/cat

24 /bin/grep

25: /bin/touch

26 /sbin/ip6tables-restore
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21
28
29
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:

50

/sbin/modprobe
/sbin/|smod
/sbin/modprobe

/etc/rc.d/init.d/iptables
/bin/awk
/bin/cat
/bin/grep
/bin/touch
/sbin/iptables-restore

/sbin/modprobe
/sbin/|smod
/sbin/modprobe

/etc/rc.d/init.d/iscsi
/bin/grep

/etc/rc.d/init.d/iscsid
/bin/awk
/bin/grep
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51

44:
45:
46:
47:
48:
49:
50:
51:
52:
93!
94:
99!
96
57:
58!
99!
60:

/sbin/pidof
/etc/rc.d/init. d/lvm2-monitor

/bin/touch

/sbin/vgs
/etc/rc.d/init. d/mdmonitor

/usr/bin/id
/etc/rc.d/init.d/netfs

/bin/awk

/bin/mount

/bin/touch
/etc/rc.d/init. d/network

/bin/egrep

/bin/fgrep

/bin/ls

/bin/sed

/bin/sort

/bin/touch
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61: /etc/sysconfig/network-scripts/ifup

62: /bin/awk

63: /bin/sed

64: /etc/sysconfig/network-scripts/ifup—-eth

65: /bin/awk

66: /bin/cat

67: /bin/grep

68: /bin/ipcalc

69: /bin/sed

70: /etc/sysconfig/network—scripts/ifup—ipv6
11: /bin/awk

12: /bin/sed

13: /etc/sysconfig/network—-scripts/ifup—post
14: /bin/awk

75: /bin/hostname

76 /bin/ipcalc

11: /bin/sed

52 Copyright©2014 NTT Corp. All Rights Reserved.



~ TOMOYO Linux

18 /etc/sysconfig/network-scripts/ifup-
al lases

19: /bin/awk

80: /sbin/ip

81: /etc/sysconfig/network—scripts/ifup-
routes

82: /sbin/ip

83: /sbin/dhclient

84: /sbin/dhclient—script

85: /bin/awk

86: /bin/cat

87: /bin/cut

88: /bin/grep

89: /bin/ipcalc

90: /bin/mktemp

91: /bin/rm

92: /sbin/arping
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93:
94:
95:
96:
97:
98:
99:
100:
101:
102:
103:
104:
105:
106:
107:
108:
109:

54

/sbin/consoletype
/sbin/ip
/sbin/restorecon
/usr/bin/logger
/sbin/ethtool
/sbin/ip
/etc/sysconfig/network-scripts/init. ipv6-global
/sbin/ip
/sbin/sysctl
/sbin/arp
/sbin/sysctl
Jetc/rc.d/init. d/postfix
/bin/basename
/bin/touch
/usr/sbin/postconf
/usr/sbin/postfix
/usr/libexec/postfix/postfix—script
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110:
111:
112:
113:
114:
115:
116:
117:
118:
119:
120:
121:
122:
123:
124:
125:
126:
55

/bin/sed
/usr/|ibexec/postfix/master
/usr/|ibexec/postfix/pickup
/usr/|ibexec/postfix/gmgr
/usr/|ibexec/postfix/postfix—script
/bin/egrep
/bin/find
/bin/grep
/bin/ls
/bin/sed
/bin/sh
/bin/grep
/bin/sed
/bin/uname
/usr/sbin/postconf
/usr/bin/cmp
/usr/sbin/postconf
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127:
128:
129:
130:
131:
132:
133:
134:
135:
136:
137:
138:
139:
140:
141:
142:
143:

56

/usr/sbin/postsuper
/usr/sbin/postconf
/usr/sbin/postlog

J/etc/rc.d/init.d/rsyslog
/bin/bash
/sbin/rsyslogd
/bin/touch
/etc/rc.d/init.d/sshd
/bin/cat
/bin/touch
/sbin/runlevel
/usr/sbin/sshd
/usr/sbin/sshd
/bin/bash

/bin/grep

/bin/hostname

/sbin/consoletype
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144: /usr/bin/dircolors

145: /usr/bin/id

146: /usr/bin/tput

147: /usr/bin/tty

148: /usr/sbin/ccs—-editpolicy
149: /usr/sbin/ccs—-savepol icy
150: /etc/rc.d/init. d/udev-post

151: /sbin/udevadm

152: /etc/rc.d/rc. local

153: /bin/touch

154: /sbin/consoletype

155: /sbin/initctl

156: /sbin/runlevel

157: /sbin/initctl

158: /sbin/mingetty

159: /bin/login

160: /bin/bash

57 Copyright©2014 NTT Corp. All Rights Reserved.



~ TOMOYO Linux

161:
162:
163:
164:
165:
166
167:
168:
169:
170:
171:
172:
173:
174:
175:
176:
171:

58

/bin/grep
/bin/hostname
/sbin/consoletype
/usr/bin/dircolors
/usr/bin/id
/usr/bin/tput
/usr/bin/tty

/sbin/telinit
/etc/rc.d/rc. sysinit

/bin/awk
/bin/cat
/bin/chgrp
/bin/chmod
/bin/chown
/bin/dd
/bin/dmesg
/bin/find
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178: /bin/rm

179: /bin/hostname

180: /bin/mkdir

181: /bin/mount

182: /sbin/mount. tmpfs
183: /bin/cut
184: /bin/grep
185: /bin/ls
186: /bin/mount
187: /bin/mv

188: /bin/plymouth

189: /bin/rm

190: /bin/sed

191: /bin/touch

192: /sbin/consoletype
193: /sbin/fsck

194: /sbin/fsck. ext4
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195:
196:
197:
198:
199:
200:
201
202:
203:
204:
205:
206
207:
208:
209:
210:
211
60

/sbin/lvm
/sbin/modprobe
/sbin/pidof
/sbin/rmmod
/sbin/start_udev
/bin/awk
/bin/cat
/bin/chown
/bin/In
/bin/mkdir
/bin/mknod
/sbin/consoletype
/sbin/fstab-decode
/bin/echo
/sbin/modprobe
/sbin/pidof
/sbin/restorecon
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212:
213:
214:
215:
216:
217:
218:
219:
220:
221
222
223:
224
225
226
2217
228:

61

/sbin/rmmod
/sbin/udevadm
/sbin/udevd

/bin/bash

/etc/sysconfig/network—scripts/net. hotplug

/lib/udev/cdrom_id
/lib/udev/console_check
/lib/udev/console_init
/bin/loadkeys
/bin/sh
/bin/gzip
/bin/setfont
/bin/sh
/bin/gzip
/lib/udev/edd_id
/1ib/udev/fstab_import
/1ib/udev/path_id

Copyright©2014 NTT Corp. All Rights Reserved.



, TOMOYO Linux

229:
230:
231:
232:
233:
234:
235!
236
237
238:
239:
240:
241
242
243
244
245

62

/1ib/udev/pci-db
/lib/udev/rename_device
/lib/udev/scsi_id
/lib/udev/write_net_rules
/sbin/blkid
/sbin/hweclock
/sbin/ifup
/bin/sed
/etc/sysconfig/network-scripts/ifup—eth
/bin/grep
/bin/ipcalc
/bin/sed
/etc/sysconfig/network—scripts/ifup—ipv6
/bin/sed
/sbin/consoletype
/etc/sysconfig/network-scripts/ifup-post
/bin/sed

Copyright©2014 NTT Corp. All Rights Reserved.



~ TOMOYO Linux

246 /etc/sysconfig/network-scripts/ifup-
al lases

247 /bin/awk

248 /sbin/consoletype

249 /sbin/ip

250 /etc/sysconfig/network—scripts/ifup-
routes

251 /sbin/consoletype

252 /sbin/consoletype

253: /sbin/ip

254 /sbin/consoletype

255: /sbin/modprobe

256 /sbin/multipath

257 /sbin/swapon

258 /sbin/sysctl

259: /sbin/modprobe

history example end
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» BEIZAVWET O ADEBH
Bl ZIE ., syslogT—F > (/sbin/rsyslogd)iE A T DEIRICT &
TALTWVWET,

access example start

<kernel> /sbin/init /bin/sh /etc/rc.d/rc /etc/rc.d/init.d/rsyslog /bin/bash
/sbin/rsyslogd
. file append /var/log/cron

file append /var/log/maillog :®70E_‘|ZZEE
DERBITY ,

file append /var/log/messages
file append /var/log/secure

file chmod /dev/log 0666 . .
file create /var/run/syslogd.pid 0644 “—03:7[3132$E§E§%E*#
file getattr /etc/ld. so. cache DALY T OEAL

file getattr /etc/localtime RRTY,
file getattr /etc/rsyslog. conf
file getattr /1ib64/1ibc-2.12. so

© OO0 ~N O O A~ LW N —= O

(@)
D
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10: file getattr /1ib64/1ibdI-2.12. so

11: file getattr /1ib64/libgcc_s-4.4.7-20120601. so. 1
12: file getattr /1ib64/|ibpthread-2.12. so
13: file getattr /lib64/librt-2.12. so

14: file getattr /l1ib64/libz.so.1.2.3

15: file getattr /lib64/rsyslog/imklog. so
16: file getattr /lib64/rsyslog/imuxsock. so
17: file getattr /lib64/rsyslog/Imnet. so
18: file getattr /var/log/cron

19: file getattr /var/log/maillog

20: file getattr /var/log/messages

21: file getattr /var/log/secure

22: file getattr /var/run/syslogd.pid

23: file getattr proc:/kmsg

24: file ioctl /var/log/cron 0x5401

25: file ioctl /var/log/maillog 0x5401
26. file ioctl /var/log/messages 0x5401
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27: file ioctl /var/log/secure 0x5401

28: file mksock /dev/log 0700

29: file read /dev/tty

30: file read /etc/1d. so. cache

31: file read /etc/localtime

32: file read /etc/rsyslog. conf

33: file read /etc/rsyslog.d/

34: file read /1ib64/1d-2.12. so

35: file read /1ib64/1ibc-2.12. so

36: file read /1ib64/1ibdl-2.12. so

37: file read /1ib64/1ibgcc_s—4. 4. 7-20120601. so. 1
38: file read /1ib64/1ibpthread-2. 12. so
39: file read /1ib64/1ibrt-2.12. so

40: file read /1ib64/1ibz.s0.1.2.3

41: file read /1ib64/rsyslog/imklog. so
42: file read /1ib64/rsyslog/imuxsock. so
43: file read /1ib64/rsyslog/Imnet. so

66 Copyright©2014 NTT Corp. All Rights Reserved.



_TOMOYO Linux

44
45:
46
47:
48:
49:
50:
51:
52:
53:
54:
59!
56
57:
58:
59:
60:

67

file
file
file
file
file
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc

read
read
unl ink
write
write
env
env
env
env
env
env
env
env
env
env
env
env

/var/run/syslogd. pid

proc:/kmsg

/dev/log
/dev/tty

/var/run/syslogd. pid

CONSOLETYPE
LANG
LANGSH_SOURCED
PATH

PREVLEVEL

PWD

RUNLEVEL

SHLVL

TERM
UPSTART_EVENTS
UPSTART_INSTANCE
UPSTART_JOB
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61: misc env

62: misc env previous

63: misc env runlevel

64: network unix dgram bind /dev/log
65: network unix dgram recv anonymous

access example end

BlzE, BHRERZZHFHTDBOsshT—F>
(/lusr/sbin/sshd)IE AT DERICT VAL TVWET,
access example start

<kernel> /sbin/init /bin/sh /etc/rc.d/rc /etc/rc.d/init.d/sshd
/usr/sbin/sshd

0: capability use_route
1: file create /var/run/sshd.pid 0666

2. file execute /usr/sbin/sshd exec. realpath="/usr/sbin/sshd”
exec. argv[0]="/usr/sbin/sshd”

3: file getattr /dev/null

4: file getattr /dev/urandom
68
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10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

69

@OO\IChO"I

. file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr

/etc/gai. conf
/etc/1d. so. cache
/etc/localtime
/etc/nsswitch. conf
/etc/passwd
/etc/pki/tls/openssl. cnf
/etc/ssh/ssh_host_dsa_key
/etc/ssh/ssh_host_rsa_key
/etc/ssh/sshd_config
/1ib64/1ibaudit.so.1.0.0
/1ib64/1ibc-2.12. so
/1ib64/1ibcom_ err. so. 2.1
/1ib64/1ibcrypt-2.12. so
/1ib64/1ibdl-2.12. so
/1ib64/1ibfipscheck.so.1.1.0
/1ib64/1ibfreebl3. so
/1ib64/1ibgssapi_krbb. so. 2.2

Copyright©2014 NTT Corp. All Rights Reserved.



~ TOMOYO Linux

22
23"
24
25
26
21"
28
29
30:
31:
32:
33:
34:
39:
36
37:
38:

70

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr

/1ib64/1ibkbcrypto. so.
/1ib64/1ibkeyutils. so.

/1ib64/1ibkrb5. so. 3.3
/1ib64/|ibkrb5support
/1ib64/1ibns|-2.12. so
/1ib64/1ibnspr4. so

/1ib64/libnss_files-2

/1ib64/1ibpam. so. 0. 82.

/1ib64/1ibplc4. so
/1ib64/1ibplds4. so

3. 1
1.3

.s0.0. 1

.12.s0

/1ib64/1ibpthread-2. 12. so

/1ib64/|ibresolv-2.12
/1ib64/1ibrt-2.12. so
/1ib64/|ibsel inux. so.

. SO

1

/1ib64/libutil-2.12. so

/1ib64/1ibwrap. so. 0.7
/1ib64/1ibz.s0.1.2.3

.6
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71

39:
40:
41:
42:
43:
44:
45:
46
47:
48:
49:
50:
51:
52:
93!
94!
99

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

getattr
getattr
getattr
getattr
getattr
getattr
getattr
read
read
read
read
read
read
read
read
read
read

/usr/1ib64/libcrypto. so.1.0. 1e
/usr/1ib64/1ibnss3. so
/usr/1ib64/1ibnssutil3. so
/var/empty/sshd/
/var/run/sshd. pid
proc:/filesystems
proc:/self/oom_score_ad]
/dev/nul |

/dev/tty

/dev/urandom

/etc/gai. conf
/etc/1d. so. cache
/etc/localtime
/etc/nsswitch. conf
/etc/passwd
/etc/pki/t1s/openssl. cnf
/etc/ssh/ssh_host_dsa_key
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56
57:
98!
99:
60:
61:
62:
63:
64:
65:
66:
67:
68:
69:
10:
11:
12:

72

file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read

/etc/ssh/ssh_host_rsa_key
/etc/ssh/sshd_config
/1ib64/1d-2.12. so
/1ib64/libaudit. so.1.0.0
/1i1b64/1ibc-2.12. so
/1ib64/1ibcom_ err. so. 2. 1
/1ib64/1ibcrypt-2.12. so
/1ib64/1ibd1-2.12. so
/1ib64/1ibfipscheck.so.1.1.0
/1ib64/1ibfreebl3. so
/1ib64/1ibgssapi_krbb. so. 2.2
/1ib64/1ibkbcrypto. so. 3. 1
/1ib64/1ibkeyutils.so. 1.3
/1i1b64/1ibkrbb. so. 3.3
/1ib64/1ibkrb5support. so. 0. 1
/1ib64/1ibns|-2.12. so
/1ib64/1ibnspr4. so
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13:
14:
15:
16:
17:
18:
19:
80:
81:
82:
83:
84:
85:
86
87:
88!
89:

73

file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read

/1ib64/1ibnss_files-2.12. so
/1ib64/1ibpam. so. 0. 82. 2
/1ib64/1ibplc4. so
/1ib64/1ibplds4. so
/1ib64/|ibpthread-2. 12. so
/1ib64/libresolv-2.12. so
/1ib64/1ibrt-2.12. so
/1ib64/1ibsel inux. so. 1
/1ib64/1ibutil-2.12. so
/1ib64/1ibwrap.so.0.7.6
/1ib64/1ibz.s0.1.2.3
/usr/1ib64/|ibcrypto. so.1.0. 1e
/usr/1ib64/1ibnss3. so
/usr/1ib64/1ibnssutil3. so
proc:/filesystems
proc:/self/fd/
proc:/self/oom_score_ad]
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90:
91:
92:
93:
94:
95:
96:
97:
98:
99:
100:
101:
102:
103:
104:
105:
106

74

file
file
file
file
file
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc

truncate proc:/self/oom_score_ad]

write
write
write
write
env
env
env
env
env
env
env
env
env
env
env
env

/dev/nul |

/dev/tty
/var/run/sshd. pid
proc:/self/oom_score_ad ]
CONSOLETYPE

LANG
LANGSH_SOURCED
PATH

PREVLEVEL

PWD

RUNLEVEL

SHLVL
SSH_USE_STRONG_RNG
TERM
UPSTART_EVENTS
UPSTART_INSTANCE
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107:
108:
109:
110:
111:
112:
113:
114:
115:
116:
117:
118:
119:

misc env
misc env
misc env
misc env
network inet
network inet
network inet
network inet
network inet
network inet
network inet
network unix
network unix

aCCess

UPSTART_JOB
previous
runlevel
dgram send 0.0.0.0 22

dgram send :: 22

stream accept 192.168.0.3 2371
stream bind 0.0.0.0 22

stream bind :: 22

stream listen 0.0.0.0 22

stream listen :: 22

dgram send /dev/log

stream connect /var/run/nscd/socket
example end

FlzlE, I—FotevyazunEBI5H0sshT—TE &
LTOERICTZIEALTVWET,

75
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access example start

<kernel> /sbin/init /bin/sh /etc/rc.d/rc /etc/rc.d/init. d/sshd
/usr/sbin/sshd /usr/sbin/sshd

_ ) et e
w N = O ©

~
(o))

OO\IO)CH-POOI\D—LO

. capability

capability
capability

file
file
file
file
file
file
file

c file
c file
c file
c file

chroot

execute
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr

SYS_NICE
SYS_VHANGUP
use_route
/var/empty/sshd/
/bin/bash exec. realpath="/bin/bash” exec. argv[0]="-bash”
/bin/bash
/dev/urandom
/etc/environment
/etc/gai. conf
/etc/group
/etc/host. conf
/etc/hosts
/etc/hosts. al [ow
/etc/hosts. deny
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14:
15:
16:
17:
18:
19:
20:
21:
22
23"
24"
25
26
21"
28
29:
30:

77

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr

/etc/ld. so. cache
/etc/localtime

/etc/motd
/etc/nsswitch. conf
/etc/pam. d/

/etc/pam. d/other
/etc/pam. d/password-auth-ac
/etc/pam. d/sshd
/etc/passwd
/etc/pki/tls/openssl. cnf
/etc/protocols
/etc/resolv. conf
/etc/security/limits. conf

/etc/security/limits. d/90-nproc. conf

/etc/security/pam_env. conf
/etc/security/sepermit. conf
/etc/selinux/config
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31:
32:
33:
34:
35:
36
37:
38!
39:
40:
41:
42:
43:
44:
45:
46
47:

78

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr

/etc/selinux/targeted/seusers
/etc/shadow

/etc/ssh/modul |
/etc/ssh/ssh_host_dsa_key
/etc/ssh/ssh_host_rsa_key
/1ib64/libaudit. so.1.0.0
/1ib64/1ibc-2.12. so
/1ib64/1ibcom_err. so. 2. 1
/1ib64/1ibcrypt-2.12. so
/1ib64/1ibdl-2.12. so
/1ib64/1ibfipscheck.so.1.1.0
/1ib64/1ibfreebl3. so
/1ib64/1ibgssapi_krbb. so. 2. 2
/1ib64/1ibkbcrypto. so. 3. 1
/1ib64/1ibkeyutils.so.1.3
/1i1b64/1ibkrb5. so. 3.3
/1ib64/1ibkrb5support. so. 0. 1
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48:
49:
50:
51:
92:
53!
94!
99!
56
57:
98!
99:
60:
61:
62:
63:
64:

79

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr

/1ib64/1ibns|-2.12. so
/1ib64/1ibnspr4. so
/1ib64/1ibnss_dns-2.12. so
/1ib64/1ibnss_files-2.12. so
/1ib64/|ibpam. so. 0. 82. 2
/1ib64/1ibplc4. so
/1ib64/1ibplds4. so
/1ib64/1ibpthread-2.12. so
/1ib64/libresolv-2.12. so
/1ib64/1ibrt-2.12. so
/1ib64/1ibsel inux. so. 1
/1ib64/libutil-2.12. so
/1ib64/|ibwrap.so.0.7.6
/1ib64/1ibz.s0.1.2.3
/1ib64/security/pam_cracklib. so
/1ib64/secur ity/pam_deny. so
/1ib64/security/pam_env. so
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65:
66:
67:
68:
69:
10:
1.
12:
13:
14:
15:
16:
17:
18:
19:
80:
81:

80

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr
getattr

/1ib64/security/pam_keyinit. so
/1ib64/security/pam_|imits. so
/1ib64/security/pam_localuser. so
/1ib64/security/pam_loginuid. so
/1ib64/security/pam_nologin. so
/1ib64/security/pam_permit. so
/1ib64/security/pam_sel inux. so
/1ib64/security/pam_sepermit. so
/1ib64/security/pam_succeed if. so
/1ib64/security/pam_unix. so
/usr/1ib64/1ibcrack. so. 2. 8. 1
/usr/1ib64/|ibcrypto. so.1.0. 1e
/usr/1ib64/1ibnss3. so
/usr/1ib64/1ibnssutil3. so
/var/empty/sshd/
/var/log/lastlog

devpts:/0

Copyright©2014 NTT Corp. All Rights Reserved.



_TOMOYO Linux

81

82:
83:
84:
85:
86
87:
88:
89:
90:
91:
92:
93:
94:
95:
96:
97:
98:

file getattr
file getattr

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

loct|
loct|
loct|
loct|
loct|
loct|
loctl
loct|
loct|
read
read
read
read
read
read

proc:/filesystems
proc:/sys/crypto/fips_enabled
/dev/null 0x5401

/dev/ptmx 0x40045431
/dev/ptmx 0x5401

/dev/ptmx 0x5414

/dev/ptmx 0x80045430
devpts:/0 0x5401

devpts:/0 0x5402

devpts:/0 0x540E

socket: [fami ly=2:type=2:protocol=17] 0x541B

/dev/nul |
/dev/ptmx
/dev/tty
/dev/urandom
/etc/environment
/etc/gai. conf
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99:
100:
101:
102:
103:
104:
105:
106:
107:
108:
109:
110:
111:
112:
113:
114:
115:

82

file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read

/etc/group
/etc/host. conf

/etc/hosts
/etc/hosts. al low
/etc/hosts. deny
/etc/1d. so. cache
/etc/localtime

/etc/motd
/etc/nsswitch. conf
/etc/pam. d/other
/etc/pam. d/password-auth-ac
/etc/pam. d/sshd
/etc/passwd
/etc/pki/tls/openssl. cnf
/etc/protocols
/etc/resolv. conf
/etc/security/limits. conf
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116:
117:
118:
119:
120:
121:
122:
123:
124:
125:
126:
127:
128:
129:
130:
131:
132:
83

file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read

/etc/security/limits. d/

/etc/security/limits. d/90-nproc. conf

/etc/security/pam_env. conf
/etc/security/sepermit. conf
/etc/selinux/config

/etc/sel inux/targeted/seusers
/etc/shadow

/etc/ssh/modul i
/etc/ssh/ssh_host_dsa_key
/etc/ssh/ssh_host_rsa_key
/1ib64/1d-2.12. so
/1ib64/ibaudit. so.1.0.0
/11b64/1ibc-2.12. so
/1ib64/1ibcom_ err. so. 2. 1
/1ib64/1ibcrypt-2.12. so
/1ib64/1ibd1-2.12. so
/1ib64/1ibfipscheck.so.1.1.0
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133:
134:
135:
136:
137:
138:
139:
140:
141:
142:
143:
144:
145:
146:
147:
148:
149:
84

file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read

/1ib64/1ibfreebl3. so
/1ib64/1ibgssapi_krbb. so. 2.2
/1ib64/1ibkbcrypto. so. 3. 1
/1ib64/1ibkeyutils.so. 1.3
/1ib64/1ibkrbb. so. 3.3
/1ib64/1ibkrb5support. so. 0. 1
/1ib64/1ibns|-2.12. so
/1ib64/1ibnspr4. so
/1ib64/1ibnss_dns-2.12. so
/1ib64/1ibnss_files-2.12. so
/1ib64/1ibpam. so. 0. 82. 2
/1ib64/1ibplc4. so
/1ib64/1ibplds4. so
/1ib64/|ibpthread-2. 12. so
/1ib64/1ibresolv-2.12. so
/1ib64/1ibrt-2.12. so
/1ib64/1ibsel inux. so. 1
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150:
151:
152:
153:
154:
195:
156
157:
158:
159:
160:
161:
162
163:
164:
165:
166
85

file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file read

/1ib64/1ibutil-2.12. so
/1ib64/1ibwrap.so.0.7.6
/1ib64/1ibz.s0.1.2.3
/1ib64/security/pam_cracklib. so
/1ib64/security/pam_deny. so
/1ib64/security/pam_env. so
/1ib64/security/pam_keyinit. so
/1ib64/security/pam_|imits. so
/1ib64/security/pam_localuser. so
/1ib64/security/pam_loginuid. so
/1ib64/security/pam_nologin. so
/1ib64/security/pam_permit. so
/1ib64/security/pam_sel inux. so
/1ib64/security/pam_sepermit. so
/1ib64/security/pam_succeed if. so
/1ib64/security/pam_unix. so
/usr/1ib64/1ibcrack. so. 2. 8. 1
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167:
168:
169:
170:
171:
172:
173:
174:
175:
176:
177:
178:
179:
180:
181:
182:
183:

86

file read
file read
file read
file read
file read
file read
file read
file read
file read
file read
file truncate
file write
file write
file write
file write
file write
file write

Jusr/1ib64/libcrypto. so.1.0. 1e
/usr/1ib64/1ibnss3. so
/usr/1ib64/1ibnssutil3. so
/var/log/lastlog
/var/run/utmp

devpts:/0

proc:/filesystems
proc:/self/fd/
proc:/sys/crypto/fips_enabled
proc:/sys/kernel/ngroups_max
proc:/self/loginuid

/dev/nul |

/dev/ptmx

/dev/tty

/var/log/lastlog
/var/log/wtmp

/var/run/utmp
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184:
185:
186:
187:
188:
189:
190:
191:
192:
193:
194:
195:
196
197:
198:
199:
200:
87

file
file
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc
misc

write
write
env
env
env
env
env
env
env
env
env
env
env
env
env
env
env

devpts:/0
proc:/self/loginuid
CONSOLETYPE

LANG
LANGSH_SOURCED
PATH

PREVLEVEL

PWD

RUNLEVEL

SHLVL
SSH_USE_STRONG_RNG
TERM
UPSTART_EVENTS
UPSTART_INSTANCE
UPSTART_JOB

previous
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201
202:
203:
204:
205:
206
207:

misc env

network inet
network inet
network inet
network inet
network unix
network unix

88

aCCess

runlevel

dgram recv 192.168.0.1 53
dgram send 0.0.0.0 22
dgram send 192.168.0.1 53
dgram send :: 22

dgram send /dev/log

stream connect /var/run/nscd/socket

example end
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output example start

type=SYSCALL msg=audit (1399165623. 768:149) : arch=c000003e syscal =59
success=yes exit=0 a0=71f635b769c30 al1=7f635b7/42e¢0 a2=/f635b/64ed0 a3=8
I tems=2 ppid=1 pid=1411 auid=4294967295 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=(hone) ses=4294967295 comm="sh” exe="/bin/bash”
subj="init(2014/05/04-01:04:33)=>sh (2014/05/04-01:07:03) ” key=(nul )

type=SYSCALL msg=audit (1399165623. 771:150) : arch=c000003e syscal =59
success=yes exit=0 a0=1c8ab80 al=1c8ac00 a2=1c8acd0 a3=7fff042e3bf0
I tems=2 ppid=1 pid=1411 auid=4294967295 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=(none) ses=4294967295 comm="mingetty”

type=SYSCALL msg=audit (1399165627.169:151) : arch=c000003e syscal =59
success=yes exit=0 a0=402655 al=7fff917530a0 a2=7fff91/55270
a3=7fff91754eb0 items=2 ppid=1 pid=1411 auid=4294967295 uid=0 gid=0
euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ttyl ses=4294967295
comm="login” exe="/bin/login” subj="init(2014/05/04-
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type=USER_AUTH msg=audit (1399165629. 963:152) : user pid=1411 uid=0
auid=4294967295 ses=4294967295 subj="init (2014/05/04-
01:04:33)=>sh (2014/05/04-01:07:03) =>mingetty (2014/05/04-
01:07:03)=>1ogin(2014/05/04-01:07:07)“ msg="op=PAM:authentication
acct="root” exe="/bin/login” hostname=? addr=? terminal=ttyl res=success’

type=USER_ACCT msg=audit (1399165629.963:153) : user pid=1411 uid=0
auid=4294967295 ses=4294967295 subj="init (2014/05/04-
01:04:33)=>sh(2014/05/04-01:07:03) =>mingetty (2014/05/04-
01:07:03)=>1ogin(2014/05/04-01:07:07)“ msg="op=PAM:accounting acct="root”
exe="/bin/login” hostname=? addr=? terminal=ttyl res=success’

type=LOGIN msg=audit(1399165629.963:154) : pid=1411 uid=0
subj="init(2014/05/04-01:04:33)=>sh (2014,/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>login (2014/05/04-01:07:07)” old
auid=4294967295 new auid=0 old ses=4294967295 new ses=10

type=USER_START msg=audit (1399165629. 965:155) : user pid=1411 uid=0 auid=0
ses=10 subj="init(2014/05/04-01:04:33)=>sh(2014/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-01:07:07) "
msg="op=PAM:session_open acct="root” exe="/bin/login” hostname=? addr=?
terminal=ttyl res=success’
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type=CRED_ACQ msg=audit (1399165629. 965:156) : user pid=1411 uid=0 auid=0
ses=10 subj="init(2014/05/04-01:04:33)=>sh (2014/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-01:07:07) "
msg="op=PAM:setcred acct="root” exe="/bin/login” hostname=? addr="?
terminal=ttyl res=success’

type=USER_LOGIN msg=audit (1399165629. 965:157) : user pid=1411 uid=0 auid=0
ses=10 subj="init(2014/05/04-01:04:33)=>sh(2014/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-01:07:07) "
msg="op=login id=0 exe="/bin/login” hostname=? addr=? terminal=ttyl
res=success’

type=SYSCALL msg=audit (1399165629. 967:158) : arch=c000003e syscal =59
success=yes exit=0 a0=1ecdbe0 al=7/fff1eb1ff18 a2=1ede3c0 a3=7/fff1eb1f9f0
I tems=2 ppid=1411 pid=1412 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=ttyl ses=10 comm="bash” exe="/bin/bash”
subj="init (2014/05/04-01:04:33)=>sh (2014/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-
01:07:07)=>bash (2014/05/04-01:07:09) “ key=(nul I)
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type=SYSCALL msg=audit (1399165629. 974:159) : arch=c000003e syscal =59
success=yes exit=0 a0=1a86030 al=1a86330 a2=1a82df0 a3=7/fff0e92e7e0
I tems=2 ppi1d=1413 pid=1414 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=ttyl ses=10 comm="id” exe="/usr/bin/id”
subj="init (2014/05/04-01:04:33)=>sh (2014/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-
01:07:07)=>bash (2014/05/04-01:07:09) =>id (2014/05/04-01:07:09) “ key=(null)

type=SYSCALL msg=audit (1399165629. 982:160) : arch=c000003e syscal =59
success=yes exit=0 a0=1a85650 al=1a8467/0 a2=1a867c0 a3=7/fff0e92ed30
I tems=2 ppid=1415 pid=1416 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=ttyl ses=10 comm="hostname” exe="/bin/hostname”
subj="init (2014/05/04-01:04:33)=>sh (2014/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-
01:07:07)=>bash (2014,/05/04-01:07:09) =>hostname (2014/05/04-01:07:09) ”
key=(nulI)
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type=SYSCALL msg=audit (1399165629.991:161) : arch=c000003e syscal =59
success=yes exit=0 a0=1a8b6c0 al=1a8b9c0 a2=1a8b160 a3=7/fff0e92db30
I tems=2 ppid=1417 pid=1418 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=ttyl ses=10 comm="tty” exe="/usr/bin/tty”
subj="init (2014/05/04-01:04:33)=>sh (2014/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-
01:07:07)=>bash (2014/05/04-01:07:09)=>tty (2014/05/04-01:07:09) ”
key=(null)

type=SYSCALL msg=audit (1399165629. 995:162) : arch=c000003e syscal =59
success=yes exit=0 a0=1a8b500 al1=1a8b980 a2=1a8b160 a3=7fff0e92db30
I tems=2 ppid=1417 pid=1419 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=ttyl ses=10 comm="tput” exe="/usr/bin/tput”
subj="init(2014/05/04-01:04:33)=>sh (2014/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-
01:07:07)=>bash (2014/05/04-01:07:09) =>tput (2014/05/04-01:07:09) "
key=(null)
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type=SYSCALL msg=audit (1399165630. 003:163) : arch=c000003e syscal =59

success=yes exit=0 a0=1a8af90 al=1a86930 a2=1a8b160 a3=7/fff0e92e250

I tems=2 ppi1d=1420 pid=1421 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=ttyl ses=10 comm="dircolors”
exe="/usr/bin/dircolors” subj="init (2014/05/04-01:04:33)=>sh (2014/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-
01:07:07)=>bash (2014/05/04-01:07:09)=>dircolors (2014/05/04-01:07:10) ”
key=(null)

type=SYSCALL msg=audit (1399165630. 008:164) : arch=c000003e syscal =59
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success=yes exit=0 a0=1a8a220 al=1a8a830 a2=1a8b160 a3=7/fff0e92e8e0
I tems=2 ppid=1412 pid=1422 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=ttyl ses=10 comm="grep” exe="/bin/grep”
subj="init(2014/05/04-01:04:33)=>sh (2014/05/04-

01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-
01:07:07)=>bash (2014/05/04-01:07:09)=>grep (2014/05/04-01:07:10) "
key=(null)
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type=SYSCALL msg=audit (1399165630.016:165) : arch=c000003e syscal =59
success=yes exit=0 a0=1a8a8f0 al=1a94a/0 a2=1a8c¢790 a3=7/fff0e92e0c0
I tems=2 ppi1d=1423 pid=1424 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=ttyl ses=10 comm="consoletype”
exe="/sbin/consoletype” subj="init(2014/05/04-01:04:33)=>sh (2014/05/04-
01:07:03)=>mingetty (2014/05/04-01:07:03)=>1ogin (2014/05/04-
01:07:07)=>bash (2014/05/04-01:07:09) =>consoletype (2014/05/04-01:07:10) ”
key=(null)

output example end
» WRTRE, BEEELSMED 21— )L Z2XA T4 ICEMNT S
CEFRNETT,

TOEAODVTEDIC, LSMABINTH D 2B ET,
Casey Schaufler& A IZ & 2 multiple concurrent LSMY
R—RMFERAEZhNE, BENFTHF2HPELNEEAS

HMEELSMTED 1 —I)LAR UL WHIFFAICHEKL T EE L,
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» AKARIlE, BEIRASOVOLABEZEETS-H L,
AKARIDA—FIIED1—)l2T7>O0—RTDE=HIC, A
FTLAEBREEBEEDIHUENHVET,

HRRETONSTIINEBESBREEZRBTEDHLEL
NEBAN, IXTOTOLLAEBAZ—RNEEIHEN
HBDVATLOEBREHZ., BEICEBFOELRBRETOHORNS
TS EHICITOIORBRTELZVDOTITA?

£EL, BESZHELSVERO7 O ABE TCREMRR
NAgETHBDESIE, TOMOYOO 7Ot ABRK %

SystemTapZ AV THBREEELUITDI_ENTEFXRT,
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program start

# stap —g -DMAXSTRINGLEN=4096 -e °
global task_domain[32768]; ALURRALYED

NAVBERLET

function get_current:long() {
return task_current() & %{ ULONG_MAX %} ;

}

function is_success:long(ret:long) {
return ret <= -4096 || ret >= 0;

} TOtRBEMNE
function make_domain:string() { FELGFNIEVER

task = get_current(); LEd,
if (task_domain[task] == "")
task_domain[task] = sprintf ("%s (%d)”, exechame(), pid());
return task_domain[task];
}
probe kernel. function(“copy_process”).return {
if (is_success(§return))

ALYRREREN -0
[ZPEENZET,
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task_domain[$return] = make_domain() ;

=
r‘?ﬁ

probe kernel. function(“do_execve”) |

Ot REREH#HALET,

make_domain() ;

|

probe kernel. function(“do_execve”). return {
if (is_success($return)) {

task = get _current(); 7057\\5A75§\§ﬁ3h7':5#
domain = task_domain[task]; [ZFEIENFT,

if (domain = ") {
filename = kernel_string ($filename) ;
printf ("[%s] starting %s by uid=hd from %s¥n”, ctime(gettimeofday_s()),
filename, uid(), domain);
task_domain[task] .= " 7 . filename;

)
} } TOtRBEEEHLET.
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probe kernel. function (“free_task™) {
delete task domain[$tsk];

}
probe end {

ALYRHER T LT

EEITEEINFET,

delete task _domain;

program end
output example start
[Sun May 4 00:54:16 2014] starting /bin/sh by uid=0 from init (1)

[Sun May 4 00:54:16 2014] starting /sbin/mingetty by uid=0 from init(1)
/bin/sh

[Sun May 4 00:54:18 2014] starting /bin/login by uid=0 from init(1) /bin/sh
/sbin/mingetty

[Sun May 4 00:54:20 2014] starting /bin/bash by uid=0 from init(1) /bin/sh
/sbin/mingetty /bin/login

[Sun May 4 00:54:20 2014] starting /usr/bin/id by uid=0 from init(1)
/bin/sh /sbin/mingetty /bin/login /bin/bash
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[Sun May 4 00:54:20 2014] starting /bin/hostname by uid=0 from init(1)
/bin/sh /sbin/mingetty /bin/login /bin/bash

[Sun May 4 00:54:20 2014] starting /usr/bin/tty by uid=0 from init (1)
/bin/sh /sbin/mingetty /bin/login /bin/bash

[Sun May 4 00:54:20 2014] starting /usr/bin/tput by uid=0 from init (1)
/bin/sh /sbin/mingetty /bin/login /bin/bash

[Sun May 4 00:54:20 2014] starting /usr/bin/dircolors by uid=0 from init (1)
/bin/sh /sbin/mingetty /bin/login /bin/bash

[Sun May 4 00:54:20 2014] starting /bin/grep by uid=0 from init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Sun May 4 00:54:20 2014] starting /sbin/consoletype by uid=0 from init(1)
/bin/sh /sbin/mingetty /bin/login /bin/bash

[Sun May 4 00:54:35 2014] starting /usr/bin/ssh by uid=0 from init(1)
/bin/sh /sbin/mingetty /bin/login /bin/bash

output example end
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» EL, 77A4INOF—=T22175B8ICT Y O ZEMT IIE,
TOMOYOMNFGAEEERTOENR ZHITEEELUTHIENT
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program start
# stap —g —DMAXSTRINGLEN=4096 -e
global task domain[32768];

global history domain;

global history_execve;
global history read;
global history write;

probe begin {
printf ("Probe start!¥n”);
}
function get_current:long() {
return task_current() & %{ ULONG_MAX %} ;
J
function is_success:long(ret:long) {
return ret <= -4096 || ret >= 0;
}
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function make_domain:string() {
task = get_current();
if (task_domain[task] == "7)
task_domain[task] = sprintf ("%s (%d)”, execnhame(), pid());
if (history_domain[task _domain[task]] == "")
history_domain[task_domain[task]] = task_domain[task];
return history domain[task_domain[task]];
}
probe kernel. function(“copy_process”). return {
if (is_success ($return))
task_domain[$return] = make_domain() ;
J
probe kernel. function(“do_execve”) {
make_domain () ;
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probe kernel. function("do_execve”). return {
if (is_success ($return)) {

task = get_current();

domain = task_domain[task];

if (domain 1= ") {
filename = kernel _string ($filename) ;
printf ("[%s] execve %s by %s¥n”, ctime(gettimeofday s()),

filename, domain) ;

name =~ ” . filename . “"¥n”;

if (isinstr (history_execve[domain], name) == 0)
history execve[domain] .= name;
task_domain[task] .= " 7 . filename;

history domain[task domain[task]] = task domain[task];

}
}
J
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probe kernel. function(“do_sys_open”).return { LBt —
if (is_success(§return)) { 74 \_ _?/
domain = make_domain() ; SHI-EISIEEIN
. | | E3 I
filename = user_string (§filename) ;
if (($flags & 3) 1= 3)
printf ("[%s] %s %s by %s¥n”, ctime(gettimeofday s()),
($§flags & 3) == 0 ? “read” : (($flags & 3) == 1 ? “write” :
“read/write”), filename, domain);
name =~ 7 . filename . "¥n”;

if (($flags & 3) == 0 || ($flags & 3) == 2)

if (isinstr(history_read[domain], name) == 0)
history read[domain] .= name;
if (($flags & 3) == 1 || ($flags & 3) == 2)
if (isinstr(history write[domain], name) == 0)
history write[domain] .= name;

1 08 Copyright©2014 NTT Corp. All Rights Reserved.



_SystemTap®Hl7 - PLROBD AT YT -

probe kernel. function("free_task”) {
delete task_domain[$tsk];

|

probe end | SystemTapZ Ot XA
printf ("Probe end!¥n”) ; RTITHEEITEIEIN

FY,

foreach(i in history_domain) {
domain = history domain[i];
printf ("domain: %s¥n”, domain);
if (history_execve[domain] != ")
printf ("execve ¥n%s”, history_execvel[domain]);
if (history_read[domain] != ")
printf (“read:¥n%s”, history _read[domain]) ;
if (history_write[domain] != "")
printf "write:¥n%s”, history writeldomain]);
printf ("¥n") ;
}
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delete history domain;
delete history_read;

delete history write;
delete history_execve;

} JOCRERGEDTH
program end RO BN ASNE
output example start 9,

Probe start!
[Mon May 5 13:44:36 2014] read /var/run/utmp by init (1)

[Mon May 5 13:44:36 2014] read/write /var/run/utmp by init (1)

[Mon May 5 13:44:36 2014] write /var/log/wtmp by init (1)

[Mon May 5 13:44:36 2014] read/write /dev/null by init(1)

[Mon May 5 13:44:36 2014] read /var/run/utmp by init(1)

[Mon May 5 13:44:36 2014] read/write /var/run/utmp by init (1)

[Mon May 5 13:44:36 2014] execve /bin/sh by init(1)

[Mon May 5 13:44:36 2014] read /etc/ld. so.cache by init(1) /bin/sh
[Mon May 5 13:44:36 2014] read /lib64/libtinfo.s0.5 by init(1) /bin/sh
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[Mon May 5 13:44:36 2014] read /1ib64/1ibdl.so.2 by init(1) /bin/sh

[Mon May 5 13:44:36 2014] read /lib64/libc.so.6 by init(1) /bin/sh

[Mon May 5 13:44:37 2014] read /proc/meminfo by init(1) /bin/sh

[Mon May 5 13:44:37 2014] read /etc/nsswitch. conf by init(1) /bin/sh

[Mon May 5 13:44:37 2014] read /etc/ld. so. cache by init(1) /bin/sh

[Mon May 5 13:44:37 2014] read /|ib64/1ibnss_files.so.2 by init(1) /bin/sh
[Mon May 5 13:44:37 2014] read /etc/passwd by init(1) /bin/sh

[Mon May 5 13:44:37 2014] execve /sbin/mingetty by init(1) /bin/sh

[Mon May 5 13:44:37 2014] read /etc/ld. so.cache by init(1) /bin/sh
/sbin/mingetty

[Mon May 5 13:44:37 2014] read /1ib64/libc.so.6 by init(1) /bin/sh
/sbin/mingetty

[Mon May 5 13:44:37 2014] read /var/run/utmp by init(1) /bin/sh
/sbin/mingetty

[Mon May 5 13:44:37 2014] read/write /var/run/utmp by init(1) /bin/sh
/sbin/mingetty

[Mon May 5 13:44:37 2014] write /var/log/wtmp by init(1) /bin/sh
/sbin/mingetty
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[Mon May 5 13:44:37 2014] read/write /dev/ttyl by init(1) /bin/sh
/sbin/mingetty

[Mon May 5 13:44:37 2014] read/write /dev/ttyl by init(1) /bin/sh
/sbin/mingetty

[Mon May 5 13:44:37 2014] read /etc/issue by init(1) /bin/sh /sbin/mingetty

[Mon May 5 13:44:38 2014] execve /bin/login by init(1) /bin/sh
/sbin/mingetty

[Mon May 5 13:44:38 2014] read /etc/ld. so. cache by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /1ib64/1ibpam.so.0 by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /1ib64/1ibpam _misc.so.0 by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /lib64/libselinux.so.1 by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /lib64/libaudit.so.1 by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /1ib64/libc.so.6 by init(1) /bin/sh
/sbin/mingetty /bin/login
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[Mon May 5 13:44:38 2014] read /1ib64/1ibdl.so.2 by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /lib64/libcrypt.so.1 by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /lib64/libfreebl3.so by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /proc/filesystems by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read/write /dev/ttyl by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/pam.d/login by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/security/pam_securetty.so by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/pam.d/system—-auth by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/security/pam_env.so by init(1)
/bin/sh /sbin/mingetty /bin/login
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[Mon May 5 13:44:38 2014] read /|ib64/security/pam unix.so by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/ld. so.cache by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /lib64/libnsl.so.1 by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /I|ib64/security/pam _succeed_if.so by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/security/pam_deny.so by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/security/pam nologin.so by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/pam.d/system-auth by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /I|ib64/security/pam _localuser.so by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/security/pam permit.so by init(1)
/bin/sh /sbin/mingetty /bin/login
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[Mon May 5 13:44:38 2014] read /etc/pam.d/system-auth by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /lib64/security/pam cracklib.so by init (1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/ld. so. cache by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /usr/lib64/libcrack.so.2 by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/security/pam selinux. so by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/security/pam _loginuid.so by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/security/pam console. so by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/security/pam_namespace. so by init (1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/security/pam keyinit. so by init(1)
/bin/sh /sbin/mingetty /bin/login
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[Mon May 5 13:44:38 2014] read /etc/pam.d/system-auth by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /lib64/security/pam_|imits.so by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/pam.d/other by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/nsswitch. conf by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/ld. so. cache by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /|ib64/1ibnss_files.so.2 by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/securetty by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login
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[Mon May 5 13:44:38 2014] read /proc/filesystems by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:38 2014] read /etc/shadow by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /proc/filesystems by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/shadow by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/ld. so. cache by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /1ib64/1ibnspr4d.so by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /proc/sys/crypto/fips_enabled by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/ld. so.cache by init(1) /bin/sh
/sbin/mingetty /bin/login
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[Mon May 5 13:44:41 2014] read /1ib64/1ibnsprd.so by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /proc/filesystems by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/shadow by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /proc/sys/kernel/ngroups_max by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/group by init(1) /bin/sh /sbin/mingetty
/bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login
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[Mon May 5 13:44:41 2014] write /proc/self/loginuid by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /proc/filesystems by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /proc/filesystems by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /proc/self/task/1178/attr/exec by init (1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login
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[Mon May 5 13:44:41 2014] read /etc/security/namespace.d by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/security/namespace. conf by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/security/limits. conf by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/security/limits.d by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/security/limits. d/90-nproc. conf by
init(1) /bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /var/run/utmp by init(1) /bin/sh
/sbin/mingetty /bin/login
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[Mon May 5 13:44:41 2014] read /etc/localtime by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/security/pam_env.conf by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/environment by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /var/run/utmp by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read/write /var/run/utmp by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] write /var/log/wtmp by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read/write /var/log/lastlog by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/group by init(1) /bin/sh /sbin/mingetty
/bin/login

[Mon May 5 13:44:41 2014] read /etc/motd by init(1) /bin/sh /sbin/mingetty
/bin/login
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[Mon May 5 13:44:41 2014] read/write /dev/ttyl by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] execve /bin/bash by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:41 2014] read /etc/ld. so. cache by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /|ib64/1ibtinfo.so0.5 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /1ib64/1ibdl.so.2 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /1ib64/1libc.so.6 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read/write /dev/tty by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /proc/meminfo by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/nsswitch. conf by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash
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[Mon May 5 13:44:41 2014] read /etc/ld. so.cache by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /1ib64/libnss_files.so0.2 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/profile by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] execve /usr/bin/id by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/ld. so. cache by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/id

[Mon May 5 13:44:41 2014] read /|ib64/1ibselinux.so.1 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/id

[Mon May 5 13:44:41 2014] read /1ib64/libc.so.6 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/id

[Mon May 5 13:44:41 2014] read /1ib64/1libdl.so.2 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/id
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[Mon May 5 13:44:41 2014] read /proc/filesystems by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/id

[Mon May 5 13:44:41 2014] read /proc/filesystems by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/id

[Mon May 5 13:44:41 2014] read /etc/nsswitch. conf by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/id

[Mon May 5 13:44:41 2014] read /etc/ld. so. cache by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/id

[Mon May 5 13:44:41 2014] read /|ib64/1ibnss_files.so.2 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/id

[Mon May 5 13:44:41 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/id

[Mon May 5 13:44:41 2014] write /dev/null by init(1) /bin/sh /sbin/mingetty
/bin/login /bin/bash

[Mon May 5 13:44:41 2014] execve /bin/hostname by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/ld. so.cache by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /bin/hostname
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[Mon May 5 13:44:41 2014] read /lib64/libselinux.so.1 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /bin/hostname

[Mon May 5 13:44:41 2014] read /1ib64/libc.so.6 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /bin/hostname

[Mon May 5 13:44:41 2014] read /1ib64/1ibdl.so.2 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /bin/hostname

[Mon May 5 13:44:41 2014] read /proc/filesystems by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /bin/hostname

[Mon May 5 13:44:41 2014] read /etc/profile.d/ by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/profile.d/colorls.sh by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] write /dev/null by init(1) /bin/sh /sbin/mingetty
/bin/login /bin/bash

[Mon May 5 13:44:41 2014] write /dev/null by init(1) /bin/sh /sbin/mingetty
/bin/login /bin/bash

[Mon May 5 13:44:41 2014] execve /usr/bin/tty by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

1 25 Copyright©2014 NTT Corp. All Rights Reserved.



_SystemTapDfl7 - PLEROBDAT )T -

[Mon May 5 13:44:41 2014] read /etc/ld. so.cache by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/tty

[Mon May 5 13:44:41 2014] read /1ib64/libc.so.6 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/tty

[Mon May 5 13:44:41 2014] write /dev/null by init(1) /bin/sh /sbin/mingetty
/bin/login /bin/bash

[Mon May 5 13:44:41 2014] execve /usr/bin/tput by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/ld. so. cache by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/tput

[Mon May 5 13:44:41 2014] read /|ib64/1ibtinfo.so0.5 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/tput

[Mon May 5 13:44:41 2014] read /1ib64/1ibc.so.6 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/tput

[Mon May 5 13:44:41 2014] read /usr/share/terminfo/l/linux by init(1)
/bin/sh /sbin/mingetty /bin/login /bin/bash /usr/bin/tput

[Mon May 5 13:44:41 2014] write /dev/null by init(1) /bin/sh /sbin/mingetty
/bin/login /bin/bash
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[Mon May 5 13:44:41 2014] execve /usr/bin/dircolors by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/ld. so.cache by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/dircolors

[Mon May 5 13:44:41 2014] read /lib64/libc.so.6 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/dircolors

[Mon May 5 13:44:41 2014] read /etc/DIR_COLORS by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /usr/bin/dircolors

[Mon May 5 13:44:41 2014] write /dev/null by init(1) /bin/sh /sbin/mingetty
/bin/login /bin/bash

[Mon May 5 13:44:41 2014] write /dev/null by init(1) /bin/sh /sbin/mingetty
/bin/login /bin/bash

[Mon May 5 13:44:41 2014] execve /bin/grep by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/ld. so. cache by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /bin/grep

[Mon May 5 13:44:41 2014] read /1ib64/libpcre.so.0 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /bin/grep
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[Mon May 5 13:44:41 2014] read /1ib64/libc.so.6 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /bin/grep

[Mon May 5 13:44:41 2014] read /etc/DIR_COLORS by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /bin/grep

[Mon May 5 13:44:41 2014] write /dev/null by init(1) /bin/sh /sbin/mingetty
/bin/login /bin/bash

[Mon May 5 13:44:41 2014] write /dev/null by init(1) /bin/sh /sbin/mingetty
/bin/login /bin/bash

[Mon May 5 13:44:41 2014] write /dev/null by init(1) /bin/sh /sbin/mingetty
/bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/profile.d/glib2.sh by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/profile.d/lang.sh by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/sysconfig/i18n by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /usr/lib/locale/locale-archive by init(1)
/bin/sh /sbin/mingetty /bin/login /bin/bash
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[Mon May 5 13:44:41 2014] read /usr/lib64/gconv/gconv—-modules. cache by
init(1) /bin/sh /sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] execve /sbin/consoletype by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/ld. so. cache by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /sbin/consoletype

[Mon May 5 13:44:41 2014] read /1ib64/1libc.so.6 by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash /sbin/consoletype

[Mon May 5 13:44:41 2014] read /etc/profile.d/less.sh by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/profile.d/which2.sh by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /root/. bash_profile by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /root/. bashrc by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/bashrc by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash
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[Mon May 5 13:44:41 2014] read /root/.bash_history by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /root/.bash_history by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /usr/share/terminfo/l/linux by init(1)
/bin/sh /sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:41 2014] read /etc/inputrc by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:46 2014] read /usr/share/locale/locale.alias by init(1)
/bin/sh /sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:46 2014] read /root/. bash_logout by init(1) /bin/sh
/sbin/mingetty /bin/login /bin/bash

[Mon May 5 13:44:46 2014] read /etc/security/pam_env. conf by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:46 2014] read /etc/environment by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:46 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login
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[Mon May 5 13:44:46 2014] read /proc/filesystems by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:46 2014] read /proc/self/task/1178/attr/exec by init(1)
/bin/sh /sbin/mingetty /bin/login

[Mon May 5 13:44:46 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:46 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login

[Mon May 5 13:44:46 2014] read /etc/passwd by init(1) /bin/sh
/sbin/mingetty /bin/login
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13:
13:
13:
13:
13:

44:46
44:46
44:46
44:46
44:46
44:46
44:46
44:46

2014]
2014]
2014]
2014]
2014]
2014]
2014]
2014]

read /var/run/utmp by init (1)

read/write /var/run/utmp by init (1)
write /var/log/wtmp by init(1)
read/write /dev/null by init(1)

read /var/run/utmp by init (1)

read/write /var/run/utmp by init (1)
execve /bin/sh by init(1)

read /etc/ld. so. cache by init(1) /bin/sh
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[Mon
[Mon
[Mon
[Mon
[Mon
[Mon
[Mon
[Mon
[Mon
[Mon

May
May
May
May
May
May
May
May
May
May

Gl O1 01 01 O1 1 OC1 O1 Ol

5

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

44:46
4446
44:46
44:46
44:46
44:46
44:46
44:46
4446
44:46

/sbin/mingetty
[Mon May 5 13:44:46
/sbin/mingetty
[Mon May 5 13:44:46
/sbin/mingetty

[Mon May 5 13:44:46
/sbin/mingetty

132

2014]
2014]
2014]
2014]
2014]
2014]
2014]
2014]
2014]
2014]

2014]

2014]

2014]

read /1ib64/libtinfo.so.5 by init(1) /bin/sh
read /1ib64/1ibdl.so.2 by init(1) /bin/sh

read /1ib64/libc.so.6 by init(1) /bin/sh

read /proc/meminfo by init(1) /bin/sh

read /etc/nsswitch. conf by init(1) /bin/sh

read /etc/ld. so. cache by init(1) /bin/sh

read /1ib64/libnss_files.so0.2 by init(1) /bin/sh
read /etc/passwd by init(1) /bin/sh

execve /sbin/mingetty by init(1) /bin/sh

read /etc/ld. so. cache by init(1) /bin/sh

read /1ib64/1ibc.so.6 by init(1) /bin/sh
read /var/run/utmp by init(1) /bin/sh

read/write /var/run/utmp by init(1) /bin/sh
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[Mon May 5 13:44:46 2014] write /var/log/wtmp by init(1) /bin/sh
/sbin/mingetty

[Mon May 5 13:44:46 2014] read/write /dev/ttyl by init(1) /bin/sh
/sbin/mingetty

[Mon May 5 13:44:46 2014] read/write /dev/ttyl by init(1) /bin/sh
/sbin/mingetty

[Mon May 5 13:44:46 2014] read /etc/issue by init(1) /bin/sh /sbin/mingetty

Probe end! CCTSIGINTZ#2{ELELT=,

domain: init(1)

execve:
/bin/sh

read:
/var/run/utmp
/dev/nul |

write:
/var/run/utmp
/var/log/wtmp

ZTOEREBEREDOY <

UMRTENFET,
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/dev/nul |

domain: init(1) /bin/sh

execve:
/sbin/mingetty

read:
/etc/1d. so. cache
/1ib64/libtinfo. so.5
/1ib64/1ibdl. so. 2
/1ib64/1ibc. so. 6
/proc/meminfo
/etc/nsswitch. conf
/1ib64/libnss_files. so.2
/etc/passwd

domain: init(1) /bin/sh /sbin/mingetty
execve:
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/bin/login

read:
/etc/1d. so. cache
/1ib64/1ibc. so. 6
/var/run/utmp
/dev/tty1
/etc/issue

write:
/var/run/utmp
/var/log/wtmp
/dev/tty1

domain: init(1) /bin/sh /sbin/mingetty /bin/login
execve:

/bin/bash
read:

/etc/1d. so. cache
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/1ib64/1ibpam. so. 0
/1ib64/1ibpam misc. so.0
/1ib64/1ibsel inux. so. 1
/1ib64/1ibaudit. so. 1
/1ib64/1ibc. so. 6
/1ib64/1ibdl. so. 2
/1ib64/1ibcrypt. so. 1
/1ib64/1ibfreebl3. so
/proc/filesystems

/dev/tty1

/etc/pam. d/login
/1ib64/security/pam_securetty. so
/etc/pam. d/system—auth
/1ib64/security/pam_env. so
/1ib64/security/pam_unix. so
/1ib64/1ibnsl. so. 1
/1ib64/security/pam_succeed if. so
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/1ib64/secur ity/pam_deny. so
/1ib64/security/pam_nologin. so
/1ib64/security/pam_localuser. so
/1ib64/security/pam_permit. so
/1ib64/security/pam_cracklib. so
/usr/1ib64/1ibcrack. so. 2
/1ib64/security/pam_sel inux. so
/1ib64/security/pam_loginuid. so
/1ib64/secur ity/pam_console. so
/1ib64/secur ity/pam_namespace. so
/1ib64/security/pam_keyinit. so
/1ib64/security/pam_limits. so
/etc/pam. d/other
/etc/nsswitch. conf
/1ib64/libnss_files. so.2
/etc/passwd

/etc/securetty
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/etc/shadow

/1ib64/1ibnspr4. so
/proc/sys/crypto/fips_enabled
/proc/sys/kernel/ngroups_max
/etc/group
/proc/self/task/1178/attr/exec
/etc/security/namespace. d
/etc/security/namespace. conf
/etc/security/limits. conf
/etc/security/limits. d
/etc/security/limits. d/90-nproc. conf
/var/run/utmp

/etc/localtime
/etc/security/pam_env. conf
/etc/environment
/var/log/lastlog

/etc/motd
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write:
/dev/tty1
/proc/self/loginuid
/var/run/utmp
/var/log/wtmp
/var/log/lastlog

domain: init(1) /bin/sh /sbin/mingetty /bin/login /bin/bash
execve:

/usr/bin/id

/bin/hostname

/usr/bin/tty

/usr/bin/tput

/usr/bin/dircolors

/bin/grep
/sbin/consoletype
read:
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/etc/ld. so. cache
/1ib64/1ibtinfo. so.5
/1ib64/1ibdl. so. 2
/1ib64/1ibc. so. 6

/dev/tty

/proc/meminfo
/etc/nsswitch. conf
/1ib64/libnss_files. so.2
/etc/passwd

/etc/profile

/etc/profile.d/
/etc/profile.d/colorls. sh
/etc/profile.d/glib2. sh
/etc/profile.d/lang. sh
/etc/sysconfig/i18n
/usr/lib/locale/locale-archive
/usr/1ib64/gconv/gconv—-modules. cache
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/etc/profile.d/less. sh
/etc/profile. d/which2. sh
/root/. bash_profile
/root/. bashrc
/etc/bashrc
/root/. bash_history
/usr/share/terminfo/ |/l inux
/etc/inputrc
/usr/share/locale/locale. alias
/root/. bash_logout

write:
/dev/tty
/dev/nul |

domain: init(1) /bin/sh /sbin/mingetty /bin/login /bin/bash /usr/bin/id
read:
/etc/|d. so. cache
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/1ib64/1ibsel inux. so. 1
/1ib64/1ibc. so. 6
/1ib64/1ibdl. so. 2
/proc/filesystems
/etc/nsswitch. conf
/1ib64/libnss_files. so.2
/etc/passwd

domain: init(1) /bin/sh /sbin/mingetty /bin/login /bin/bash /bin/hostname
read:

/etc/1d. so. cache

/1ib64/1ibsel inux. so. 1

/1ib64/1ibc. so. 6

/1ib64/1ibdl. so. 2

/proc/filesystems

domain: init(1) /bin/sh /sbin/mingetty /bin/login /bin/bash /usr/bin/tty
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read:
/etc/|d. so. cache
/1ib64/1ibc. so. 6

domain: init(1) /bin/sh /sbin/mingetty /bin/login /bin/bash /usr/bin/tput
read:

/etc/1d. so. cache

/1ib64/libtinfo. so.5

/1ib64/1ibc. so. 6

/usr/share/terminfo/ 1/l inux

domain: init(1) /bin/sh /sbin/mingetty /bin/login /bin/bash
/usr/bin/dircolors

read:
/etc/1d. so. cache
/1ib64/libc. so. 6
/etc/DIR_COLORS

143
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domain: init(1) /bin/sh /sbin/mingetty /bin/login /bin/bash /bin/grep
read:

/etc/1d. so. cache

/1ib64/1ibpcre. so. 0

/1ib64/libc. so. 6

/etc/DIR_COLORS

domain: init(1) /bin/sh /sbin/mingetty /bin/login /bin/bash
/sbin/consoletype

read:
/etc/|d. so. cache
/1ib64/1ibc. so. 6

output example end
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